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Topic: Cyber Terrorism

Background: 

Cyber terrorism is the planned use of computers and networks to disrupt, harm, or cause further damage. It has become one of the greatest issues in terrorism. As the internet is a central part of our daily lives, the problem worsens. The cost, complication, and amount of cyber crimes being committed are rising very quickly. The likelihood of a cyber attack on the Internet becomes a greater threat each year by sixty percent. As the number of crimes increase, the complexity of these crimes also increases. The results of attacks could be economic disruptions, interrupt networks, or hinder on a personal level. Billions of dollars have been at stake from these crimes. These attacks compromise the safety of the military, businesses, governments, and singular people. Even closed secured systems are at stake. The attacks can come from anywhere in the world and therefore threaten our national security. Finding the culprits to these crimes is virtually impossible, which makes the situation even more difficult. There has been no international address to cyber terrorism. As the issue is transnational, any resolutions brought in by one nation do not make a difference. As the situation worsens over time, the UN must find a resolution that combats cyber terrorism in every country. 

UN Involvement: 


Cyber terrorism is an increasing problem in the world today due to the increase of technology.  The United Nations has responded to this threat, but with minor actions.  Due to other major problems in the world today, a threat such as Cyber terrorism, which has technically not been used yet, is put aside.  Despite the lack of attention, the United Nations has developed workshops to train and teach diplomats about Cyber terrorism, preparing in case of emergency situations.  The book, The Law of Cyber-Space: An invitation to the Table of Negotiations, by Ahmad Kamal, discusses and teaches security and laws throughout cyber-space, including cyber terrorism.   This book written by a UN official is targets cyber-terrorism and cyber-crime.  Also, the Council of Europe developed the Convention on Cybercrime.  This Convention hoped to establish common laws between nations, in order to increase the prevention of cyber attacks.  The convention covered almost all types of cyber crime and most importantly acts as a call to unite nations against all forms of cyber crime.  The International Criminal Police Organization also acts against cyber terrorism.  Interpol has collected information concerning cyber crimes to establish a database.  Interpol has also developed methods to secure communication between parties with a newly developed network known as the I-24/7.  Interpol also plans on the development of training programs, in order to train future crime detectors about cyber terrorism.  The future of cyber terrorism relies on the United Nations creating laws and resolutions to stop this often ignored topic.

Bloc Positions: 

Western Bloc:  Members of this bloc should be especially careful and vigilant about this issue because of the major effects that an attack would have on the economies of these nations. Governments and other public services are often primarily controlled by computers and strategically linked networks and nations must protect these outlets to make sure they are ready for a cyber terrorism attack. The threat is highest in these nations because of the easy access that most people have to technology and information in these nations. 

Latin American Bloc: Members of this bloc should still see cyber terrorism as a threat, but must realize that dismantled governments and public need are more important issues. Protecting technology must come along with other forms of national defense and terrorism protection. Fortifying police and other government systems to protect the country from all forms of terrorism should be a priority in this ever-changing world.

Middle Eastern Bloc: Like other nations, which are war torn or unstable in some other way, cyber terrorism is not a major threat because of the lack of technology and information available. Members of this bloc should first become vigilant and stopping terrorism within their own nations and maintaining peace between the people. Once infrastructure and public services are more widely available then the need for more protection against cyber terrorism will be necessary.

African Bloc: African nations have little issue with cyber terrorism because they have little technology but still must be mindful of the growing threat of terrorism in general because of their weakened economies and infrastructure. Once standards of living are improved and countries are more stable, cyber terrorism will be a more pressing issue and one that is easier to tackle.

Asian Bloc: Some members of this bloc have heavy investments in technology and need to do all that they can to prevent a cyber terrorism attack. Like the Western Bloc, members of this bloc need to be aware of the vast number of facilities and utilities that are controlled by a diverse system or networks and computers that can be targeted by cyber terrorism. By analyzing and understanding the risks of cyber terrorism, nations can prepare for an attack.

Questions to Consider:

1. Which systems are most vulnerable to cyber terrorism within your nation?

2. How can public education about cyber terrorism be useful in preventing its occurrence?

3. How can cyber terrorism be potentially more dangerous than other forms of terrorism in your nation?

4. Does your country possess the needed protection against cyber terrorists and attacks?

5. What laws does your country enforce regarding cyber terrorism and attacks?

6. Is your country ignoring the cyber terrorism threat?

7. To what extent does cyber terrorism affect your country?

8. Will your country contribute to fighting cyber terrorism?

9. What advancements in prohibiting cyber terrorism would benefit your country?

Sources:

· http://www.un.org/Pubs/chronicle/2003/issue4/0403p31.asp
· http://www.un.org/Pubs/chronicle/2006/issue1/0106p34.htm
· http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm
· http://www.interpol.int/Public/TechnologyCrime/Conferences/6thIntConf/SpeechJML.asp
Topic: Bioterrorism

Background:

Bioterrorism is a relatively unknown problem that our world combats. Bio-weapons can cause thousands of casualties and long-term effects: they can range from anthrax to smallpox. These weapons can easily be transported across country borders by terrorists. The problem is quickly becoming harder to manage. Terrorist groups have a heightened interest in bio-weapons because they are easy to assemble and use. Bio-weapons have become a larger threat than nuclear weapons because they are easier to transport and create. They also cause a lesser threat on the terrorist. These weapons can be sent in packages, pill bottles, and letters, many means. Laws against this form of crime are not very useful because creating these weapons does not become a crime until they are deployed. Laws must be created that prohibit any relations with bio-weapons. Countries should be prepared for, and able to respond to bio-weapons at any time. There is also a need for global awareness of this crime. Bioterrorism is a menace to any nation and must be controlled through laws and cooperation among the international community. This lethal form of crime is difficult to stop and must be addressed by the UN.
UN Involvement:
Since the World Trade Center was attacked on September 11, 2001, the awareness of terrorist attacks has greatly increased.  One of the main threats is bioterrorism.  The World Health Organization has planned to address the topic and has put in charge of the issue, but has yet to address it specifically.  The United Nations Global Counter-Terrorism Strategy, which is a resolution and a Plan of Action, addresses the use of biological weapons or pathogens being used by terrorists, and calls upon the United Nations to target these specific terrorism units.  The Counter Terrorism Strategy also proposed the compilation of all biological attacks/events into a single database, in order to prevent bioterrorism.  Along with the proposal of a database, the United Nations Global Counter-Terrorism Strategy called for international co-operation in order to stop the trade of biological weapons between terrorists.  The United States of America has responded to this call by establishing the Bioterrorism Act, which monitors the flow of exports and imports in order to reduce the dangers of a bioterrorist attack.   Alongside the efforts of the United Nations, the International Criminal Police Organization (Interpol) has developed a Bioterrorism Prevention Unit.  The United Nations has noticed and confirmed INTERPOL’s plan and unit as a successful way to help eliminate bioterrorism.  The main focus is to help prepare and inform countries about the effects and prevention of bioterrorism.  The European Union has also addressed the topic of bioterrorism with an official, “Task Force on Bioterrorism”, which like INTERPOL, discuses prevention and solutions to bioterrorism.  This “Task Force on Bioterrorism” has developed methods to prevent bioterrorism, such as the creation of a network that in case of a biological attack, could spread news quickly to surrounding areas warning them of the event.   Through the co-operation of the United Nations and closely oriented organization such as INTERPOL, the necessary steps are being created to help prevent bioterrorism.

Bloc Positions: 

Western and European Bloc: The threat of bioterrorism in western nations is great and should not be underestimated. It is vital that members of this bloc take active steps to ensure the safety of their food and water supplies in order to avoid a major biological attack. By providing ample information to the public, nations can avoid panic and hysteria that my result from a biological attack of some kind. Constant vigilance and security are major factors in preventing attacks of this kind.

African Bloc: Members of this bloc must first achieve stable food and water supplies before being concerned about them being contaminated by an attack of bioterrorism. Many nations in this bloc have yet to achieve clean water for all citizens and therefore must work on building infrastructure and public services. 

Asian Bloc: Members of this bloc need to worry about bioterrorism because of the large numbers of people in very close proximity to one another who occupy these nations. Disease can spread very easily through these nations and food and water supplies could be easily compromised. Sanitation and security standards must be high in order to keep these supplies safe and usable. The threat of bioterrorism is one that requires constant surveillance and is a constantly changing threat that must be seen as such by members of this bloc.

Latin American Bloc: The food and water supplies of these nations could become seriously compromised by an attack of bioterrorism. Governments must be on alert at all times and must take necessary action to contain any outbreaks of disease caused by bioterrorism. By recognizing the threat that bioterrorism poses, governments can take necessary measures to ensure the safety of their people as well as the people of the rest of the world. Because of the lack of stable governments and the presence of corrupt police forces, the fight against bioterrorism must be fought as an afterthought to the more pressing national issues.

Middle Eastern Bloc: Members of this bloc should be especially careful about containing the terrorism that exists within their own nations. By eliminating radical groups that are the perpetrators of bioterrorism they can eliminate the threat to their own nations. By protecting the sale of chemical agents and making sure that food and water supplies are well protected, nations from this bloc can help protect themselves and the rest of the world.

Questions to Consider:

1. How can attacks of bioterrorism be avoided in your nation?

2. How can containment be an important factor in regards to protecting the rest of the world from an outbreak of disease due to bioterrorism?

3. What forms of bioterrorism does your nation believe to be the most threatening?

4. Has your country experienced any past problems with bioterrorism attacks?

5. Does your country have the necessary protection needed to prevent, stop, and cure the effects of bioterrorism?

6.   Does your country possibly possess terrorists or criminals with the intent of using biological weapons?

7. Does your country have laws prohibiting bioterrorism?

8. Is your country threatened by bioterrorism?

9. How does your country want to contribute to fight bioterrorism? 

Sources:

· http://www.unog.ch/80256EDD006B8954/(httpAssets)/1B558DD8E4ECCB8AC125722D00654ACE/$file/BWC-6RC-Statement-061121-Interpol.PDF
·  SEQ CHAPTER \h \r 1http://ec.europa.eu/health/ph_threats/Bioterrorisme/bioterrorisme_en.htm
·  SEQ CHAPTER \h \r 1http://www.interpol.int/Public/BioTerrorism/default.asp
· http://www. homelandsecurity.osu.edu/focusareas/bio-terrorism.html 

· http://www.unog.ch/80256EDD006B8954/(httpAssets)/1B558DD8E4ECCB8AC125722D00654ACE/$file/BWC-6RC-Statement-061121-Interpol.PDF
· http://www.un.org/News/dh/latest/un-agencies.shtml
· http://www.eclac.cl/publicaciones/xml/8/20688/lcwas71.pdf
· http://www.un.org/terrorism/strategy-counter-terrorism.html#resolution
